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Abstract - Digitizing the traditional electrical power grid and transitioning the grid operations to Smart Grid functionalities
could yield very efficient results. Despite all the advantages, smart grid networks pose a serious threat of cyber-attacks emerging
at the various nodes of the system. The cyber threat models could vary from a minimal effect on the system to even massive
power outages disrupting the entire system. One of the vulnerable and crucial nodes of the smart grid where security breaches
can occur is the Advanced Metering Infrastructure component of the smart grid. Hence, it becomes essential for efficient security
protocols in place, to secure the metering data originating from the consumer premises through smart meters. In this paper, we
have explored the cryptographic encryption algorithms, which are most effective in securely transmitting data from smart meters
to utility centers and vice versa. In particular, using the approach of combining the strengths of asymmetric and asymmetric
public key algorithms to provide hybrid functionalities is very efficient in Internet of Things (IoT) systems. Therefore, in this
research work, we propose an enhanced hybrid security protocol with ARIA encryption algorithm and Rivest-Shamir—Adleman
(RSA) key encryption algorithm with SHA256 hash digital signature for the secure transmission of metering data in smart grid
networks. The results of this hybrid application in smart grids show significant improvement in the defined performance metrics.

Keywords - Cyber security; Hybrid security; Symmetric encryption; Asymmetric encryption; ARIA encryption algorithm; RSA
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from production to consumption. Particularly, the computing
and two-way communication capabilities of the SG aids to
information between utilities and

1. Introduction

real-time

The current electrical grid system exists in its four major
components and functionalities namely power generation,
transmission, distribution and energy consumption. Replacing
the traditional grid with smart technologies are widespread
now, which successfully provides intelligent predictive
analytics on the end-to-end data and operations and establish
a drastic price reduction in generation and consumption along
with meeting the perfect energy demand-supply balance.

The Smart Grid (SG) system includes automation and
controllable power devices in the whole energy value chain

exchange
consumers, thus achieving the desirable balance of energy
supply and demand. During this communication life cycle of
SG, and the energy transfer from production to user, the utility
companies receive information like current electricity
consumption and the amount of transferred potential energy.
This information will be crucial for forecasting the times of
high demand, detect power failure and save excess power thus
meeting the energy demands efficiently. State of the art
technologies in Grid systems and recent developments in SG
research are listed in [1]. SG networks are playing a crucial
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role in today’s energy sector, as many countries are fully
digitizing the electrical grid system in a fast pace.
Consequently, the Advanced Metering Infrastructure (AMI)
of the SGs becomes a vital element of concern, as they record
the consumption data in real time. The crucial component of
the SG network is the AMI as this houses the critical data
required for the successful operation of the entire SG network
[2]. The AMI is comprised of smart meters, data collectors,
and communications network. AMI transmits the user's
electricity consumption information to the Meter Data
Management System (MDMS) or other data management
systems. The consumption component of the SG comprises of
the smart meter which is deployed in the consumer premises
and transmits control data and consumption data to and from
the utility center [3] as shown in Fig 1.

Utiity Back Office
System and MDMS

Control of Appliances
and Equipment

Direct Load

Controi

Fig 1. Data flow in AMI [4]

Despite the advantages of the AMI in the customer premises
to collect and transmit the real time energy consumption
related data, there are accompanying cyber security challenges
to meet. Thus, advantages and challenges in the context of
AMI were analysed in [5]. In [6], a novel cybersecurity model
for wireless communication networks is proposed to discuss
the threats and security attacks. Similarly, applicable solutions
are discussed in [7], to prevent possible vulnerabilities and
attacks in the Smart Grid. Cryptography algorithms are the
most common and effective techniques used for data
encryption. The two basic types of encryption are symmetric
algorithm that uses a single key for encryption and decryption
and asymmetric algorithm that uses both public and private
keys for encrypting and decrypting respectively. In the
existing literature, the approach of combining the strengths of
asymmetric and asymmetric public key algorithms to provide
hybrid functionalities is proved very efficient. For example, in
[2], the authors have suggested the hybrid encryption
architecture for SG using the Blowfish, RSA, and MD5
algorithms where the data is encrypted using Blowfish and the

secret key of the Blowfish is encrypted using the RSA
algorithm. The challenge in this work is that the Blowfish
symmetric algorithm has a smaller flexible block size of 64
bits and the MD5 hash is significantly known for collision
attacks. Another work of a lightweight authentication scheme
is proposed in [3] where AES and RSA are used for session
key generation followed by message authentication using
hash-based functions. Here, the hybrid authentication scheme
is efficient, however, the lightweight capabilities of AES can
be enhanced in the ARIA algorithm. To overcome the above-
said weaknesses, a hybrid protocol of combining the ARIA
symmetric algorithm with RSA key encryption and digital
signature using SHA256 proves to be efficient. Therefore, in
our proposed research work, we have explored the following
significant research ideas related to the secure transmission of
metering data in a smart grid using a novel hybrid security
protocol.

» Application of the ARIA algorithm, a symmetric
encryption algorithm authorised in the South Korean industry
and similar to the Advanced Encryption Standard (AES)
technique but with the additional functionality of two S-boxes.

» The message encryption from the consumer smart
meters established with the ARIA symmetric algorithm.

» RSA public key encryption algorithm applied for the
key encryption.

» Additional security with digital signature using hash
value generated with SHA256 hash function.

» Combination of the ARIA symmetric algorithm with
the RSA key encryption algorithm and SHA256 digital
signature to provide an efficient hybrid security protocol for
the metering data transmission in SG.

The paper is further organised as follows. Section Il
summarizes the related works in this research area. Section Ill
describes the technical background of the proposed concept.
Section IV explains the proposed hybrid methodology for
securing the metering data of SGs. Section V shows the results
of the experiments and further discussion. Section VI
concludes the paper.

2. Related Works

Various hybrid security architectures remain in literature
for achieving end-to-end security in smart grids. For example,
in [8], the authors have suggested the hybrid encryption
architecture for SG using the Blowfish, RSA and MD5
algorithms. Here, the data is encrypted using Blowfish and the
secret key of the Blowfish is encrypted using RSA algorithm.
Further, to add the functionality of data integrity, a one-way
hash function using MD5 is utilised. Another hybrid
encryption scheme for SG is proposed in [9] where public and
symmetric encryption algorithms are used in combination.
AES and Elliptic curve integrated encryption scheme (ECIES)
with a precomputation step are used to provide faster
encryption along with data integrity and confidentiality. In the
hybrid architecture proposed in [10], the complexity of RSA
is combined with the ElGamal algorithm with Euclidean
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inverse modulo process to provide faster and efficient
encryption.

In the hybrid protocol suggested in [11], the mutual
authentication between smart meters is achieved using Diffie-
Hellman exchange protocol followed by hash techniques for
message authentication. A digital envelop is obtained in [12],
where the data encapsulation is achieved using the symmetric
AES algorithm and the key encapsulation is achieved using
the public ECC encryption algorithm. Here, the strengths of
asymmetric and symmetric algorithms are used to provide
efficient hybrid crypto-systems. In [13], the Binary phase shift
keying (BPSK) method is combined with RSA encryption,
where the data from smart meters is encrypted with RSA and
is transmitted with BPSK to the utility centres. A lightweight
authentication scheme is proposed in [14] where AES and
RSA are used for session key generation followed by message
authentication using hash based functions. In [15], a trusted
third party server is constituted with one server used for data
encryption and another server for data transmission. Here,
vector machine-learning algorithm establishes the node-to-
node authentication of SG network.

The hybrid protocol suggested by authors in [16] uses a
Elliptic curve based key authentication and key agreement
scheme for SG which results in improvement of
communication and computation costs and execution time. An
identity based sign-cryption scheme is proposed in [17] to
improve the performance in terms of computational overhead
and cipher text size. The authors in [18] suggest a hybrid
security protocol for the unicast, multicast and broadcast
communication of the AMI of SG using public key
cryptography and symmetric key encryption. The multi-hop
property of Wireless Mesh Networks (WMN) is used along
with symmetric encryption algorithm for the message
authentication code to establish a secure protocol for SG
communication in [19]. Utilising the lower key sizes of
Elliptic Curve Cryptography (ECC) in [20], a lightweight
authentication scheme is proposed to provide secure SG
communication with reduced costs.

Owing to the enhanced benefits of the hybrid approaches
in establishing security goals, many hybrid architectures find
application in various Internet of Things (IoT) systems. The
most common security algorithms used in hybrid approaches
are identified as AES symmetric encryption and ECC public
encryption system [21]. Similarly, another study shows that
the ECC is a common and successful asymmetric algorithm in
terms of less computational overhead [22]. However, the
combination of RSA algorithm with other symmetric
algorithms also is popular due to the significant improvement
in the encryption strength as the key length increases [23]. On
intense review of the literature, many combinational
approaches are tested and proved to establish security in
metering infrastructure of SGs. Some of the existing works on
hybrid security protocols in SG are listed in Table 1.

Table 1. Hybrid security protocols in SG

Related work Security Significant
algorithms / | performance
protocols metrics / security
proposed feature achieved

D. M. Menon | Blowfish, RSA | Data Integrity

and N. Radhika | and MD5

[2015] algorithms

S.  Khasawneh
and M. Kadoch
[2018]

AES and Elliptic
curve integrated
encryption

scheme (ECIES)

Data Integrity and
Confidentiality

Preethi S., et al | RSA with | Encryption speed
[2015] ElGamal
algorithm
M. M. Fouda et | Diffie-Hellman Message
al [2011] exchange Authentication
protocol
followed by hash
techniques
S. Khasawneh | AES algorithm | Data and  key

and M. Kadoch
[2017]

and the public
ECC encryption

encapsulation

algorithm
A. K. Asundi et | Binary phase | Encryption
al [2019] shift keying | strength and speed

(BPSK) method
combined  with
RSA encryption

K. Mahmood et

AES and RSA

Message

al [2016] followed by hash | authentication
based functions.
I. Parvez, M. | Dual servers | Node-to-node
Aghili, and A. | with vector | authentication
Sarwat [2017] machine learning
algorithm
D. Elliptic ~ curve | Computation cost
Abbasinezhad- | based key | and execution time
Mood and M. | authentication
Nikooghadam and key
[2018] agreement
scheme
K. Alharbi and | Identity  based | Computation
X. Lin [2016] sign-cryption overhead
scheme
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Related work Security Significant
algorithms / | performance
protocols metrics / security
proposed feature achieved

N. George, S. | Public key | For unicast,

Nithin, and S. K. | cryptography multicast and

Kottayil [2016] | and symmetric | broadcast
key encryption communications

T. Rizzetti et al | Multi-hop Message

[2018] property of | authentication
Wireless Mesh
Networks
(WMN) with
symmetric
encryption
algorithm

K. Mahmood et | Elliptic ~ Curve | Lightweight

al [2017] Cryptography authentication
(ECC) based | scheme
algorithm

The hybrid approaches overcome the weaknesses of the
symmetric algorithm in which secure key distribution can be
difficult and that of the asymmetric algorithm which can result
in high computational complexity and time. Hence, combining
certain features of both types of algorithms could prove to
provide improvement in speed, better key management and a
more secure system, especially in SG, which collects and
transmits critical real-time consumption data.

3. Background

In general, the three core security goals of data security are as
listed below

1. Confidentiality — Only authorized parties can access
computer-related assets.

2. Integrity — Modifications permitted only for
authorized parties or through authorized ways.

3. Availability — Assets are accessible to authorized
parties at appropriate times.

Together these principles provide reliable access to
appropriate information for the authorized people,
applications, and machines. The prominent threat in AMI is
identified as the cyber security attacks, which may lead to data
leakage, privacy breach and even compromising of the smart
meters [24]. Therefore, it becomes essential to have proven
security protocols in place to ensure smooth transmission of
data from the consumer end to the utility centres, which in turn
will provide prefect energy supply-demand balance [25] [26].
The authentication and access control measures are to be

established in any system to meet the security challenges [27]

that may be classified as in Table 2.

Table 2. Description of attack models

Type of threat

Security

property
violated

Description of
the threat

Spoofing

Authentication
/
Confidentiality

Impersonates
an authorized
device or
person

Traffic
analysis

Confidentiality

Passive attack
to analyse
network traffic
patterns

Information
disclosure

Confidentiality

Providing
information to
unauthorized
parties

Modification

Integrity

Unauthorized
modification of
data

Masquerading

Integrity

Identity theft to
enable data
theft

Reply attack

Integrity

Delay, repeat
or replay a
valid
transmission of
data

Repudiation

Non-
repudiation

Entity denies
the action /
transaction
performed

Tampering
with data

Integrity

Modifying data
on physical
devices,
memory etc.

Denial of
Service (DoS)

Availability

Makes services
inaccessible to

| Distributed authorized

DoS users

Elevation of | Authorization Providing
privilege higher access

to unauthorized
users
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The basic and fundamental goal of cryptography is to
establish confidentiality of data or information transmitted
through encryption methods . An encryption algorithm is a
mathematical procedure for performing encryption on data
with an algorithm in which the information changed into
meaningless cipher textand requires the use of akeyto
transform the data back into its original form. The successful
operation of the encryption algorithms in terms of
computation speed, complexity, and efficient security of data
solely depends on the management of cryptographic keys.
Therefore, cryptographic encryption algorithms are one of the
most popular technologies used to provide the data security
goals in the AMI. Here, the adversaries may pose the most
destructive active attack in which the data itself modified to
produce injected false data or a passive attack where the data
stolen and the customer privacy is at risk. The common cyber-
attacks that can happen during the encryption process of the
data transmission are illustrated in Fig 2.

Active Attack $
o) b--§- B{c) |V
Cipher text C f I Decryptio
Altered
-m Encryption 1
Wi Lo ’ ! Cipher text =
| Message (M) E(M) ir-‘ ————————— Lt ke ' Decryption
M |’ e ' '
‘ Network ! ' A
_____ Dy(C) Message (M)
Plain text Key () A
Passive Attack K
e

Fig 2. Possible threats in encryption [28]

In general, cryptography plays a major role in
network security and the basic goals are the accomplishment
of data confidentiality, data authentication, data integrity, non-
repudiation and access control in any smart / digital
communication [29]. For achieving these goals, either
symmetric or asymmetric encryption algorithms are applied
based on the performance metric which are required the most
for any particular smart environment. For example, the SG
networks mainly depend on the customer premises smart
meter for recording the consumption data, which requires
secure transmission to the utility centres. Any type of cyber-
attacks like device tampering, false data injection, data
leakage, data misuse and denial of service attacks could lead
to erroneous data transmission, which in turn will disrupt the
supply demand balance of the entire SG system significantly.
Hence, utmost secure encryption protocols need to be in place
to ensure data integrity and authentication in such systems.
The common features of symmetric and asymmetric
encryption algorithms are shown in the following Table 3.

Table 3. Symmetric vs Asymmetric key encryption

Attributes Symmetric Asymmetric
Keys Single key is | One party has a
shared between all | public key, other
parties party has the
private key
Key Exchange | Out-of-band Symmetric key is
encrypted and sent
with the message,
so the Kkey is
distributed by in-
bound means
Speed Less complex | Complex
algorithm and | algorithm and
faster slower
Number  of | Grows Grows linearly as
Keys exponentially  as | users grow
users grow
Use Bulk encryption | Key  encryption
like databases, | and  distributing
files and | keys
communication
paths
Security Confidentiality Confidentiality,
entity integration,
provided authentication and
non-repudiation

Symmetric key encryption algorithms can be utilised
for applications like database encryption, sender identity
validation, pseudo-random number generation and hashing
[30]. As symmetric algorithms use a single key for the
encryption / decryption processes, the strength of security
wholly depends on the nature of the cryptographic key and the
key lengths. Block ciphers that act on fixed size block of data
are the common type of symmetric algorithm used for most
applications. The key sizes and the block sizes should be
adequately large enough to provide stronger security, at the
same time balancing the computation complexity. The most
popular symmetric algorithms are Data Encryption Standard
(DES), (AES), 3DES, Rivest Cipher4 RC4, RC5 and
Blowfish algorithms.

Public key cryptography or asymmetric encryption
techniques are mainly used to provide digital signatures to the
messages transmitted assuring the data security entities of data
integrity, non-repudiation and data authentication [31]. Data
integrity ensures that the message received at the utility end is
real, accurate, and unaltered by any adversaries or
unauthorised parties through security threats like man-in-the-
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middle attacks. Data authentication verifies the sender and
ensures that the message is from the reliable source that is
from the respective smart meters in the case of SG systems.
Non-repudiation assures that the source cannot deny that the
message originated from them and their participation in the
transaction, thereby ensuring authenticity.

Of the two keys generated in public key algorithms,
the sender encrypts the message by using the digital signature
created with their own private key. On the receiving end, the
digital signature is used to verify and decrypt by using the
sender’s public key. Finally, the signature-verifying algorithm
executed to ensure data integrity. The commonly used
asymmetric algorithms are Rivest-Shamir-Adleman (RSA),
Diffie-hellmann algorithm, Digital Signature Algorithm
(DSA) and Elliptic Curve Cryptography (ECC). Hash
functions produce digest values after computation on the
information received. This can be used as digital signatures for
verifying the authenticity of the data. The process of using
digital signature to transmit messages securely in a network
communication is illustrated as in Fig 3.

Message &

& Message @ Digital Signature Q’ Message .
[ -\ - ol ]

Sender Create Signature Verify Signature Recipient

Different keys are used to creale
and verify Digital Signature

) )

Sender's Sendor's
Private Public
Key Key

Fig 3. Digital Signature using Asymmetric key encryption
(32]

4. Proposed Hybrid Model for Application in SG

4.1.  Methodology

According to the security requirements of cryptographic
modules by the Federal Information Processing Standards
(FIPS) of National Institute of Standards and Technology
(NIST), the cryptographic algorithms are listed under the
categories of symmetric key encryption / decryption, digital
signatures, message authentication and hashing [33] [34].
One of the best-known symmetric block ciphers, the AES
encryption algorithm with 128 up to 256 key lengths prove to
be very secure in many applications. In addition, many
adaptations of symmetric algorithm have been established like
ARIA, which uses a permutation and substitution structure,
SM4 the symmetric block cipher similar to AES [35],
Camellia algorithm with smaller key size options [36], IDEA
the symmetric key block cipher algorithm and SEED the 128
bit key block cipher. An adaptation of the AES algorithm, the
ARIA encryption algorithm is used in this paper owing to its

improved security performance without compromising the
speed and its suitability to use in low-end devices.

ARIA is a 128-bit block cipher with 128-, 192-, and 256-
bit keys to encrypt 128-bit blocks in 12, 14, and 16 rounds,
depending on the key size. The algorithm consists of a key
scheduling part and data randomizing part and is named a
national standard in Korea [37].

ARIA encryption algorithm is known to be resistant to
many security attacks, some of the attacks are identified in
[38], using the cryptanalysis methods. The most common
multiset and collision attacks are well managed in ARIA as
compared to AES algorithm because of the diffusion layer
present in ARIA. Because of the irregular key structures, slide
attacks are also not possible in ARIA. Moreover, as the ARIA
algorithm uses the mathematical functions of substitution
boxed, it derives the advantages of the algebraic properties.

According to [39], the linear cryptanalysis performed on
ARIA algorithm shows that, the reduced round algorithm is
week against the possible attacks, whereas the full round
ARIA is found to be stable.

When compared to the traditional symmetric encryption
algorithms, the ARIA algorithm provides security against
multiset and collision attacks, which generally make use of the
slow diffusion rounds. The ARIA encryption algorithm uses a
diffusion layer of branch 8, resulting in faster diffusion and
the distinguisher used is proved to be stronger with every
round. In addition, the distinguisher is extended in top and
bottom causing the need of more key bytes to be guessed
during multiset and collision attacks.

With the above said advantages of ARIA encryption algorithm
in the context of low-computational capable devices, it is
proven to provide improved security, performance and
efficiency. Therefore, in this paper, we propose the
combination of ARIA symmetric algorithm for message
encryption and an enhanced RSA algorithm for the key
encryption secured with SHA256 generated hash value used
for digital signature.

The SHA256 hash function is used in this hybrid
protocol owing to its advantages of improved security. It is
more secure than the other hash algorithms, as 225¢ possible
hash values are possible and therefore collisions are almost
unlikely [40].

Thus, this hybrid protocol can result in more secure
transmission of energy consumption data from residential
smart meters towards the utility centres. The encryption block
diagram for the proposed hybrid security protocol is illustrated
in Fig 4.
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2
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ARIA Symmetric
Encryption

o

ﬂ Cipher Text (C)

s
Receiver
End

Fig 4. Hybrid security protocol - Encryption

The encryption and decryption processes of the proposed
hybrid security protocol is explained in the following steps:

1. The plain text (M) is encrypted to cipher text (C)
using the symmetric ARIA algorithm with session key (SK).

2. Hash value (H) generated from the plain text using
SHAZ256 hash function.

3. Session key (SK) is encrypted using RSA algorithm
with public key (PK)

4. Secured output data generated with cipher text (C),
encrypted session key (SKE) and hash value (H).

5. On receiving the output C(SKE) (H), the session key
SKE is decrypted using RSA algorithm using the receiver
private key to produce SKD.

6. Using SKD the cipher text (C) is decrypted to plain
text MD with ARIA Symmetric algorithm.

7. Using MD, the hash value is re-generated (RH)

8. The re-generated hash value is compared with the
original hash to ensure authentication of the message.

Likewise, decryption block diagram for the proposed
hybrid security protocol is illustrated in Fig 5.

Receiver
End

I - { Hash(H)
Received Data
C(Ske)(H)
+ m"*
RSA Key ’ ]
Decryption
Cipher Text (C)
| & | l Signature No
2 - rity? Yo
_Decrypted ) = (RM)?
ARIA Symmetric I'*"J g ' i
Decryption ) Hash (RH) | invalid

‘ y“| data
Re-Generate v

Decrypted Plain —%  g1A256 (RH) Original
Toxt (M) Smart meter
data

Fig 5. Hybrid security protocol - Decryption

4.2.  Proposed Hybrid Algorithm

The processes involved in the encryption are summarized as
in Table 4:

Table 4 ARIA encryption with RSA key and SHA256

ARIA encryption algorithm with RSA key
and SHA256

1:

Input: Plain text M in readable format (Example -
daily consumption, customer profile, tariff chart)

:|Initializations: SK- 128 bit key,

SKL (leftmost 128 bits), SKR (remaining bits) = 0,
Assign constants CK1, CKZ, CK3 - 128-bit values

:|Compute intermediate round values W,, W;, W,, W5

W, = SKL,
W, = F, (W,, CKT) XOR SKR,
W, = Fg (W;, CK2) XOR W,,,
Ws; = F, (W,, CK3) XOR W,
- 0dd Round Function
Fo (D, RK) = A(SL (D * RK))
Fg - Even Round Function
Fg (D, RK) = A (SL; (D " RK)) - D,
RK- 128-bit string,
functions SL,, SL, - substitution layers with two
8x8-bit substitution boxes (S-Boxes),
function A4 - Diffusion layer

:|Generate encryption round keys erk, (n = 1,2

3..13),(m=0,1,23)

erk,= W, XOR (W,,+1 >>> 19) where (n, m) =
(1,0), (21), (3.2)

erk,= (W, >>>19) XOR W; wheren =4

erk,= W, XOR (W,,+1 >>> 31) where (n, m) =
(5,0), (6,1), (7.2)

erk,= (W, >>>31) XOR W3 wheren =8

erk,= W, XOR (W,,+1 <<< 61) where (n, m) =
(9,0), (10,1), (11,2)

erk,= (W, <<< 61) XOR W; wheren =12
erk,=W,, XOR (W,,+1 <<< 31)

where (n, m) = (13, 0) extra key addition layer

:|Convert 128-bit plain text M to compute cipher text

Cin 12 rounds

Mn = FO/E(Mn—lt erkn)
wheren = {1,2,3....11} for round n with odd/even
functions
Ciphertext C = SL,(M;, XOR erk,,)XOR erk

:|Generate receiver’s public key PKusing

n = p*q where p, q - large prime numbers

Totient ¢(pq) = (p — (g - 1)
PK = (n,e) where e — relative power

:|{Compute encrypted session key SKg

SKp = SKy modn

:|Compute hash value H from plain text M using

SHA256 hash function Hgy 4056 (M, SK§)
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ARIA encryption algorithm with RSA key
and SHA256

9:|Output: Generate secure output data with cipher text
(C), cipher key (SKg )and hash value (H)

Subsequently, the processes involved in the decryption are
summarized in the algorithm as in Table 5.

Table 5 ARIA decryption with RSA key and SHA256

ARIA decryption algorithm with RSA key
and SHA256

1:|Input: Received data - encrypted plain text C,
encrypted session key SKrand the hash value of the
plain text H

2:/Compute receiver’s private key PRK using (n, d)
where dis the modular inverse of e mod ¢(n)

3:|Restore the original session key SK by decrypting SKE
SK = (SKg);modn

4:|Generate decryption round keys

drk, (n=1,23...13),(m=0,1, 2...13)

drk,= erk,, where (n, m) = (1,13)

drk,= A(erk,,) where (n, m) = (2,12), (3,11), (4,10),
(5,9), (6,8), (7,7), (8,6), (9,5), (10,4), (11,3), (12,2)
function A4 - Diffusion layer

drk,= erk,,where (n, m) = (13,1)

5:|Convert the cipher text C'to original plain text My, in 12
rounds

G, = FO/E(Cn—l'drkn)
wheren = {1,2,3....11} for round n with odd/even

functions
decrypted plain text M,

MD = SLZ(Cll XOR drklz)XOR dT'k13

where functions SL4, SL, - substitution layers with two
8x8-bit substitution boxes (S-Boxes)

6:|Re-generate the hash value RH using the decrypted
plain text M with SHA256 function
RHgpp256(Mp, SK)

7:|If (H =RH)
Output the securely received original plain
text M = M,
Else

Output error detection message and forward to attack

detection module

The no. of rounds change depending on the size of the master
key. There are 12, 14 and 16 rounds for the key sizes of 128,
192 and 256 respectively. The master key in ARIA algorithm
can be with 128, 192 and 256-bit keys to encrypt 128-bit
blocks in 12, 14, and 16 rounds, depending on the key size.
Here, in our proposed work, the key size considered is 128 bits
with 12 rounds. As the no. of rounds increase which is directly
proportional to the master key size, the strength of encryption
increases linearly.

4.3. Algorithm Description

During the encryption phase of the hybrid algorithm, the
master key is generated with 128 bits. Then the intermediate
round values are computed using the assigned constants.
Encryption round keys are generated in the ARIA algorithm
for each round necessary for the encryption operation which
enhances the strength and performance of encryption. The
number of the rounds depend on the size of the master key.
Here, for the 128-bit key, with 12 rounds of odd and even
functions, and the XOR functions executed in the substitution
layer, the plain text M is converted to cipher text C as in the
equations (1) and (2):

M, = FO/E(Mn—lﬁ erk,) 1)

where n = {1,2,3 ....11} for round n with odd/even functions

C= SLZ(Mll XOR erklz)XOR erklg (2)

here, CK1, CK2, and CK3 are 128-bit with values as below,
which are obtained from the first 128*3 bits of the fractional
part of 1/P1 (P1-circle ration)

C1 =0x517cc1b727220a94fe13abe8fa9a6eel
C2 = 0x6db14acc9e21c820ff28b1d5ef5de2b0
C3 = 0xdb92371d2126€9700324977504e8c90e

The number of round keys in this case is 13, as there
is an extra key addition layer with 12 rounds. Additionally, in
the hybrid protocol, the encryption session key itself is
protected by encrypting using the RSA algorithm, where two
large prime numbers are generated and the totient function is
calculated using the equation (3) as below:

ppp) =@-D(@-1 3)

The co-prime e is chosen, the public key PK is generated, and
the encryption session key SK is produced using the modulus
function as shown in equation (4) and equation (5):

PK = (n,e) 4)

SKy = SKp modn ®)
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Finally in the encryption process, the hash value is
generated using the SHA256 function for verifying the digital
signature of the sender as in equation (6).

H = Hgyuz56(M, SKg) (6)

Therefore, the encryption output consists of the
cipher text, encrypted session key and the hash value.
Subsequently, during the decryption phase of the hybrid
algorithm, the private key for the RSA decryption is computed
and the session key is restored using (n,d) where d is the
modular inverse of e mod ¢(n) as in equation (7):

SK = (SKg)q modn @)

Then for the data decryption using ARIA, the reverse
rounds are executed using the decryption round keys to
retrieve the plain text securely. The decryption round keys are
derived from the encryption round keys and the plain text is
recovered as in equation (8) and equation (9):

Crn = FO/E(Cn—lvdrkn) 8)

where wheren = {1,2,3....11} for round n with odd/even
functions

MD = SLZ(Cll XOR drklz)XOR drk13 (9)

The SHA function is chosen over the most common MD5
function because this overcomes the collision possibilities and
is more secure. Lastly, the hash value is regenerated using the
decrypted plain text and the SHA256 function as in equation
(10) and compared with the original hash value.

RH = RHgpa256(Mp,SK) (10)

If H= RH, the digital signature of the sender is verified
and the original data is recovered in the receiver’s end securely
and satisfying authentication.

5. Results and Discussion

5.1. Results

The proposed hybrid security algorithm is executed in
Python environment with the execution carried out using
Python 3.6 working in Spyder code interface. The output
obtained on executing the algorithm of the hybrid security
protocol consisting of ARIA encryption/decryption, RSA key

encryption and SHA256 hash value function is shown in
figures, Fig 6 and Fig 7.

Fig 7. Output of the hybrid algorithm

5.2. Comparative Analysis

The performance of the ARIA encryption algorithm in
terms of speed is comparable and almost equivalent to AES
algorithm. However, in place of one S-Box in AES algorithm,
the use of two 8x8-bit S-boxes and their inverses for each of
the alternate rounds in the ARIA algorithm provides improved
security. The performance comparison of the hybrid protocols
of ARIA algorithm with RSA and AES algorithm with RSA
is shown in Table 6 in terms of various cryptographic
performance parameters.

Table 6. Performance comparison of AES and ARIA
encryption algorithms

AES ARIA
Structure of Substitution Involution
algorithm permutation substitution
network permutation
network
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AES ARIA AES ARIA | Serpen | Camelli | Blo
Algorithm for key | RSA RSA t a W
encryption fish
Hash Value MD5 SHA256 Block | 128 bits | 128 bits | 128 bits | 128 bits | 64
generation size bits
CPU Cycles /byte | 49 30.5 Key 128,192 | 128,192 | 128,192 | 128,192, | 32—
for execution size , 256 bit | , 256 bit | , 256 bit | 256 bit | 48
bits
Memory for Low to medium | Low-level
implementation level No. of | 10,12, 12,141 | 32 18, 24, | 16
- - . round | 14 6 24
Cryptanalysis Side  channel | Meet-in-the-
. S
attacks attacks middle attacks
The graphical illustration of the performance comparison Block cipher symmetric algorithms
for ARIA and AES algorithms is presented in the chart as P v &
below in Fig 8.
'§ 40 =
Performance evaluation of ARIA ) y 2424
Ec'i 20 10 12--14——12(514/16\/"/8 16
140 o 0
128 128 T 85288823883
20 N TEEEEREEER
100 \ << <TZXETZIoLTEea
8388
80
60 . . . . .
Do Fig 9. No. of rounds in block cipher symmetric algorithms
40 ‘305 Further analysis and investigation of the results show
20 ) various comparisons of the conventional symmetric
encryption and hybrid encryption algorithm. The performance
0 metrics measured are based on the encryption strength
1 2 3 according to key length, memory usage of the CPU and the
execution time. The performance metrics of memory usage,
AES ARIA

Fig 8. Performance evaluation of 128-bit ARIA algorithm

The number of rounds executed in the Block cipher
symmetric cryptographic algorithms also play a major role in
deciding the suitable encryption for every application. In
particular, for the metering data transmission of SG networks,
the security is an important performance metric. The
comparison of the computational complexities in terms of the
no. of rounds executed is listed in Table 5 and is graphically
illustrated in Fig 9.

Table 5. No. of rounds executed in Block cipher symmetric
algorithms

execution speed and security strength are crucial in smart
meters, hence these measures are reviewed in this work. The
individual performance measures of the algorithms used are
presented in Table 7.

Table 7. Performance measures of individual algorithms

Encryption | Execution CPU
strength time memory
based on | parameters | usage in
key length | in Mebibyte
bits milliseconds | (MiB)
(ms)
ARIA 1024 669.62 97.7
RSA 4480 728.9 98.2
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SHA256 560 572.77 84.5

The individual performance measures are graphically
represented as below in Fig 10, Fig 11 and Fig 12.

5000
4000
3000
2000

1000 —H—
——

ARIA RSA SHA256

Fig 10. Comparison of encryption strength based on key
length bits

800

700 ——
600 e
500
400
300
200
100

0

ARIA RSA SHA256

Fig 11. Comparison of execution time

100
——

95

90
85 ——
80

ARIA RSA SHA256

Fig 12. Comparison of CPU memory usage

Likewise, the performance metrics are collectively
evaluated for the conventional symmetric encryption and the
hybrid algorithm. The comparative values are summarized in
Table 8.

Table 8. Performance comparison of conventional and hybrid
algorithms

Encryptio | Execution CPU
n strength | Time Memory
based on Usage
Key Size
Conventional 1024 669.62 97.7
symmetric
approach
Hybrid 4480 869.59 108.6
approach

The comparative values of the conventional symmetric
algorithm and the hybrid algorithm is graphically represented
as in Fig. 13

Encryption strength based on key

size
5000

4000
3000
2000

0

CONVENTIONAL
SYMMETRIC
APPROACH

E Key Size HE Execution Time ECPU Memory Usage

HYBRID APPROACH

Fig 13. Performance comparison of the conventional and
hybrid algorithms

5.3.  Discussion

Encryption round keys are generated in the ARIA
algorithm for each round necessary for the encryption
operation which enhances the strength and performance of
encryption. Despite the similarity of the AES and ARIA
algorithms, the ARIA encryption algorithm has the added
security feature of two 8x8-bit S-boxes and their inverses for
each of the alternate rounds. Hence, the hybrid protocol of
combining the ARIA algorithm with other asymmetric
algorithms can be more suitable for secure transmission of
data. The two types of S-boxes S1, S2 and their inverses S1-
1, S2-1 used in its substitution layers in alternate rounds as
shown in figures, Fig 14 and Fig 15, contribute to the
improved security of ARIA encryption algorithm.
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Fig 15. S-Box S; and its inverse

From the results, the observation shows the performance
measures of Execution time and CPU memory usage of the
hybrid algorithm are marginally higher than the conventional
symmetric algorithm and may be traded off to attain
significantly improved encryption strength. There is an
increase by 2% in the execution time and by 1% in the CPU
memory usage for the hybrid security algorithm as illustrated
in Fig.16

Significant .
increase , Strength of encryption

Hybridized encryption [
algorithm ARIA-RSA-SHA256 Execution time

Memory usage

———
| Marginal
increase

Fig 16 Effectiveness of hybridized encryption

Therefore, the improved encryption strength resulting
from the complex key combinations can be a driving force for
implementing the proposed hybrid protocol for the metering
data transmission of SG networks. The use of ARIA
encryption in the hybrid protocol provides efficient security
from the known attacks on block ciphers and prevents the easy
guessing of single S-box usage as in AES, which make the
proposed hybrid algorithm suitable for secure transmission.
Some of the available lightweight algorithm designs in
symmetric cryptography are the bit sliced-S-Box-based
designs, ARX-based and simple key schedules. The state of
the art techniques like ultra-lightweight cryptography for
narrow constraints and ubiquitous cryptography with versatile
algorithms are developed for resource-constraint smart
devices [41]. Accordingly, the usage of ARIA symmetric

algorithm is more suitable for low-end devices like smart
meters. The implementation using the counter (CTR) mode is
suggested in [42] which shows a considerable improvement
in CPU clock cycles per byte. Moreover, in the key encryption
part of the protocol, the RSA encryption algorithm is used
with enhanced functionality. While choosing the large prime
numbers for the RSA encryption, there is considerable
improvement in execution time when the primality tests are in
combination. As suggested by our enhanced method of RSA
encryption, a low primality test is used in combination with a
high level primality test [43]. A combination of low-level and
high-level primality tests is used which includes a low-level
primality test with first few hundred primes. Subsequently, the
overall key encryption using the RSA algorithm will have a
positive impact on the time complexities thus improving
speed. The digital signature using verification of SHA256
hash values ensures data integrity and authenticity.

Thus, the implementation of this hybrid model of
combining the ARIA symmetric encryption with the RSA
public cryptography algorithm with digital signature for the
metering infrastructure of SG would result in efficient and
secure transmission of data to the utility centres.

6. Conclusion

The transmission of data between the AMI system and the
utility centres demands utmost security measures to be in
place to ensure perfect energy demand- supply balance. Any
compromise would lead to data leakage or false data
inclusions, which may result in incorrect data analysis results.
Hence, along with the encryption of smart meter data through
symmetric encryption techniques, the cryptographic key
encryption plays a major role. Therefore, in this paper, we
have proposed a hybrid security protocol by combining the
ARIA encryption algorithm for message encryption and RSA
public key encryption for the key encryption. Along with that,
SHAZ256 generated hash value for the digital signature for the
secure transmission of energy consumption data from
residential smart meters to the utility centres is applied.
According to the study and analysis of the hybrid protocol
execution, the observation is that the ARIA algorithm
provides a secure encryption of the original consumption data
with operations of multiple rounds of XOR and S-box
substitutions and provides improved security when combined
with RSA algorithm and SHA256 hash digital signature. This
research topic can further be expanded to other adaptations of
the ARIA and RSA algorithm in the context of electricity
smart meters. This research idea of hybrid security protocols
has the scope for further investigations of the strength of
encryption in various cryptanalysis attack scenarios. ARIA
encryption can be efficient in 8-bit architectures like smart
meters, especially in hardware implementation. As ARIA
encryption algorithm is suitable for low-end devices, this can
be used individually or in combination with other algorithms
for many loT applications involving low-computational
devices [44]. In addition, the study on the hardware
implementation modes of the encryption algorithms may lead
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to arrive at the suitable smart meter specifications. ARIA
encryption algorithm has been successfully applied as
efficient security methods of cloud computing applications as
explained in [45].
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